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Abbreviations & Acronyms

CA, Certified Assessor

CMMC, Cybersecurity Maturity Model Certification
Cyber-AB, Cybersecurity Maturity Model Certification Accreditation Body
CUI, Controlled Unclassified Information

C3PAQ, Certified Third-Party Assessor Organization
NIST, National Institute of Standards and Technology
OSC, Organization Seeking Certification

PIEE, Procurement Integrity Enterprise Environment
RP, Registered Practitioner

RPO, Registered Practitioner Organization

RPA, Registered Practitioner Advanced

SPRS, Supplier Performance Risk System



CMMC

« CMMC isforunclassified procurements
* Controlled Unclassified Information (CUI)

« CMMCisnot for classified procurements
 Such a“secret” or “top secret” contracts.

e CMMCisnotthe DoD Interim Rule
e Need DoD Interim Rule at a minimum for JCP certification now
 Youneed CMMC Level-2 for JCP certification starting 11/10/2028



The Hierarchy

DoD - Department of Defense

Cyber-AB - Cybersecurity Maturity Model Certification - Accreditation Board (Body)
(a non-profit, independent organization)

C3PAO - Certified Third-party Assessor Organization
(Commercial company)(lssues the 3-year certificate)

CA - Certified Assessor
(sub-contractor to or employee of C3PAO)

0SC - Organization Seeking Certification (you, the company)



CMMC Current Status

e CMMC became law on December 16, 2024, CFR Title 32

 The DoW CMMC acquisition final rule was issued on September 10,
2025, CFR Title 48

« CMMC will be phased-in over a 3-year period
« November 10,2025, some Level-1and Level-2 (self-certification) solicitations
« November 10, 2026, some Level-2 solicitations and the above
« November 10,2027, some Level-3 solicitations and the above
« November 10, 2028, all solicitations
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CMMC Implementation

Phase 1 — Initial Implementation

* Begins at 48 CFR
Rule Effective Date

* Where applicable,
solicitations will
require Level 1 or 2
Self-Assessment

Phase 2

* Begins 12 months [RaEEEE
after Phase 1 start

* Where applicable,
solicitations will
require Level 2
Certification

. Phase 4 — Full Implementation
* Begins 24 months |

after Phase 1 start

* Where applicable
solicitations will
require Level 3 - All solicitations and
Certification contracts will

include applicable

CMMC Level

requirements as a

condition of

* Begins 36 months
after Phase 1 start

contract award




The DoW Numbers

e DoW has more than 300,000 contractors(Prime + Subcontractors)
60-70% will need CMMC Level-1 certified

So, 90,000 will need CMMC Level-2 certification
There will be about a dozen contractors at CMMC Level-3 certification




CMMC for all DoW contracts

3 levels of cybersecurity maturity from basic to advanced
« Level-1, 15 safequards from FAR clause 52.204-21
 Level-2,110 controls from NIST SP 800-171A Revision 2
* Level-3, 134 controls from NIST SP 800-171A Revision 2 & NIST SP 800-172

All Practices & Controls must be implemented

All DoW contractors will need a certification (some exceptions)
e COTS and MPT (now S15K for DoW)

Self-assessment for Level 1and Level 2 (non-critical)
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CMMC Certification

CMMC Certification required to be awarded a contract or subcontract
(at any tier)

Level-2 (self-assessed or assessed), All practices & requirements are
laid out for contractors to start implementing in NIST SP 800-1/1A rev. 2

The Cyber-AB is currently training Registered Practitioners and C3PAQOs
Assessments (certifications)are available now

As of March 9, 2026, there are: 1,970 RP
388 RPO
262 RPA
103 C3PAO 873:1
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CMMC Certification Numbers

* Asof February 24, 2026, there are:
Certified Level-2 companies: 8906
Conditional Level-2 companies: 30
Level-2 audits in progress: 110
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Impact on the Contractor

« Level1& Level 2(non-critical), Requires self-assessment and certification
prior to award and annual affirmation

« Levels2(critical) & 3, Requires 3" party assessment and certification prior
to award and annual affirmation

 CAs will most likely charge by the hour plus travel costs - ask for an estimate

« Certification costs are allowable, as an overhead expense
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Impact on the Contractor

(continued)

 Subcontractors will have the same CMMC level as the prime contractor or lower
based on the Statement of Work (SoW)

 Prime contractors are responsible for all subcontractor tiers

* Increased non-compliance penalties and risks including: the loss of current and
future contracts, personal & corporate liability, & negative company brand

« Does not apply to Commercial Off The Shelf (COTS) or Micro-purchases (<=$15K)

AAAAAAAAAAA
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What Will it Cost?

Table 10 - Small Entities (per Assessment)

- Assessment Phase ($) | Level 1self- | Level2 self-  Level2 | Level3

... _-’_'_assessment40 | assessment _' certification | 'certlﬁcatmn
- L | assessment | assessment
Periodicity Annual Triennial Triennial Trlenmal
Plan and Prepare the $1,803 $14,426 $20,699 $1,905
Assessment
Conduct the Assessment $2,705 $15,542 $76,743 $1,524
Report Assessment Results $909 $2,851 $2,851 $1,876
Affirmations $560 *$4.377 *$4.377 *$5,628
Subtotal $5.977 $37.196 $104.670 $10.933
**POA&M $O $0 $0 $1,869

*Reﬂects the 3-year cost t0 match the perlodlclty

**Requirements “NOT MET” (if needed and when allowed) will be documented in a Plan of Action and

Milestones.




CMMC Status [Source & Number of Security Reqts Plan of Action & Milestones (POA& M) Reqts. Affirmation Reqts.

Conducted by Organization Seeking Assessment (OSA)

Level 1 15 required by FAR clause annually Not permitted After each assessment

(Self) 52.204-21 Results entered into the Supplier Performance Risk Entered into SPRS
System (SPRS)
Permitted as defined in § 170.21(a)(2)
110 NIST SP 800-171 R2 . Conducted by OSA every 3 years and must be closed out within 180 After each assessment and annually thereafter
required by DFARS clause . Results entered into SPRS days Assessment will lapse upon failure to annually
25q2 204 72)/12 . CMMC Status will be valid for three years from the Final CMMC Status will be valid for affirm
’ CMMC Status Date as defined in § 170.4 three years from the Conditional Entered into SPRS
CMMC Status Date
° Conducted by C3PAO every 3 years . Permitted as defined in § 170.21(a)(2)
Aft h t and lly th ft
Level 2 110 NIST SP 800-171 R2 . Results entered into CMMC Enterprise Mission and must be closed out within 180 days B ASSZZ:&;:?;:T:‘: uarl)na:‘re:ir;::?e Zo ;Leja”er
(C3PAO) required by DFARS Assurance Support Service (eMASS) ° Final CMMC Status will be valid for three affirm P P ¥
clause 252.204-7012 o CMMC Status will be valid for three years from the years from the Conditional CMMC Status : Entered into SPRS
CMMC Status Date as defined in § 170.4 Date
Pre- isite CMMC Status of Level 2 (C3PAO) forth
110 NIST SP 800-171 R2 i re-requisite atus of Level 2 ( ) for the . . . After each assessment and annually thereafter
. same CMMC Assessment Scope, for each Level 3 . Permitted as defined in § 170.21(a)(3) . .
required by DFARS clause e L. e Assessment will lapse upon failure to annually
certification assessment and must be closed out within 180 days .
Level 3 252.204-7012 . . . affirm
. Conducted by DIBCAC every 3 years ° Final CMMC Status will be valid for three . . .
(DIBCAC) 24 selected from NIST SP . . . Level 2 (C3PAO) affirmation must also continue
L) Results entered into CMMC eMASS years from the Conditional CMMC Status
800-172 Feb2021, as detailed . CMMC Status will be valid for three years from the Date to be completed annually
in table 1to § 170.14(c)(4) y ° Entered into SPRS

CMMC Status Date as defined in § 170.4
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CMMC Model

LEVEL 2

134

requirements (110 from
NIST SP 800-171 r2
plus 24 from 800-172)

10

requirements aligned
with NIST SP 800-171
r2

15

requirements aligned
with FAR 52.204-21

DIBCAC assessment
every 3 years
Annual Affirmation

C3PAO assessment every 3
years, or

Self-assessment every 3
years for select programs.
Annual Affirmation

Annual self-assessment
Annual Affirmation
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CMMC Level 1 Federal Contract Information Safeguards
FAR 52.204-21

(i) Limit information system access to authorized users, processes acting on behalf of
authorized users, or devices(including other information systems).

(ii) Limit information system access to the types of transactions and functions that
authorized users are permitted to execute.

(iii) Verify and control/limit connections to and use of external information systems.

(iv) Control information posted or processed on publicly accessible information systems.

(v) ldentify information system users, processes acting on behalf of users, or devices.

(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a
prerequisite to allowing access to organizational information systems.

(vii) Sanitize or destroy information system media containing Federal Contract
Information before disposal or release for reuse.

(viii) Limit physical access to organizational information systems, equipment, and the
respective operating environments to authorized individuals.
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CMMC Level 1 Federal Contract Information Safeguards

(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical
access; and control and manage physical access devices.

(x) Monitor, control, and protect organizational communications
(i.e., information transmitted or received by organizational information systems)at the
external boundaries and key internal boundaries of the information systems.

(xi) Implement subnetworks for publicly accessible system components that are
physically or logically separated from internal networks.

(xii) Identify, report, and correct information and information system flaws in a
timely manner.

(xiii) Provide protection from malicious code at appropriate locations within
organizational information systems.

(xiv) Update malicious code protection mechanisms when new releases are
available.

(xv) Perform periodic scans of the information system and real-time scans of files
from external sources asfiles are downloaded, opened, or executed.



Procurement Integrated Enterprise Environment

https://piee.eb.mil

E=  An official website of the United States government.

% —_P I EE ABOUT  FEATURES CAPABILITIES HELP  CONTACT REGISTER m
v Procurement Integrated
Enterprise Environment

Procurement Integrated Enterprise Environment

Enterprise services, capabilities, and systems supporting the end-to-end Procure-to-Pay (P2P) business
process

VIEW FEATURES VIEW RESOURCES

Trusted by our governmen t

= - A ] NAUY
s/ DEFENSE L1114 s s o

TSNS WASHINGTON

I " AAAAAAAAAAA
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https://piee.eb.mil/

Supplier Performance Risk System (SPRS)

3

WASHINGTON

APEX

ACCELERATOR

https://www.sprs.csd.disa.mil/

Guiding the DoD in Responsible Acquisition Decisions

A .

Login/Register NIST 5P 800'1_71 NIST SP 800-171 Vendor Threat Enhanced Vendor SPRS Reports
(via PIEE) e s Information Mitigation Profile
Basic Assessments  F
A

0] ;¥R [ [eROFFICIALS: ITEM/PRICE RISK FOR SERVICES

For help searching price risk for a service, view our new tutorial.

This tutorial shows how to run an Item/Price Risk Report for a Service PSC.

1 Automated Learning & Print Presentation Bi Transcript
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https://www.sprs.csd.disa.mil/

How do you know what is CUI ?

DoDI 5200.48, Controlled Unclassified Information (CUI)

 CUlwill be identified in the Security Classification Guide to ensure such information
receives appropriate protection

* The program office or requiring activity must identify DoD CUI in the solicitation and
resulting contract and which CMMC level certification is required

CUI Link: https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/520048p.PDF 2ver=2020-03-06-100640-800
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Controlled Unclassified Information (CUI)

Examples of Controlled Technical Information (CTI)

Federal Contract Information
Research & Engineering Data
Engineering Drawings
Specifications

Standards

Process Sheets

Manuals

Technical Reports

Technical Orders

Catalog-item ldentifications

Data Sets

Studies & Analyses

Computer Software Executable Code
Source Code
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Examples of NAICS Codes with CUI

NAICS Title

256220 Building Construction
541330 Engineering

541519 Computer Services
561210 Facility Support Services

AAAAAAAAAAA
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Look for these Cybersecurity Clauses

FAR clause 52.204-21, Basic Safequarding of Covered Contractor Information Systems
(NOV 2021)

DF ARS clause 252.204-7012, Safeguarding Covered Defense Information and Cyber
Incident Reporting (May 2024)

DF ARS clause 252.204-7019, Notice of NIST SP 800-171DoD Assessment Requirements
(NOV 2023)

DF ARS clause 252.204-7020, NIST 800-171 DoD Assessment Requirements
(NOV 2023)

DF ARS clause 252.204-7021, Cybersecurity Maturity Model Certification
Requirements (MAY 2024)

DF ARS cLAUSE 252.204-7025, NOTICE OF CYBERSECURITY MATURITY MODEL CERTIFICATION LEVEL
REQUIREMENTS(NQOV 2025)
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DFARS CLAUSE 252.204-7025, NoTICE OF CMMC LEVEL REQUIREMENTS (NOV 2025)

(a) Definitions. As used in this provision, “controlled unclassified information (CUI),”
“current,” “Cybersecurity Maturity Model Certification (CMMC) status,”
“Cybersecurity Maturity Model Certification unique identifier (CMMC UID),” “Federal
contract information (FCI)’, and “plan of action and milestones” have the meaning
givenin the Defense Federal Acquisition Regulation Supplement 252.204-7021,

Contractor Compliance With the Cybersecurity Maturity Model Certification Level
Requirements, clause of this solicitation.

(bX1) Cybersecurity Maturity Model Certification(CMMC) level. The CMMC level
required by this solicitationis: ____________ Contracting Officer insert: CMMC Level 1
(Self); CMMC Level 2 (Self); CMMC Level 2 (C3PAO); or CMMC Level 3(DIBCAC). This
CMMC level, or higher(see 32 CFR part 170), is required prior to award for each

contractor information system that will process, store, or transmit Federal contract

information (FCI) or controlled unclassified information (CUI) during performance of
the contract.

AAAAAAAAAAA
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Organizations to Help Contractors

Project Spectrum - https://www.projectspectrum.io/#/

(they provide no-cost training)

Impact Washington - https://www.impactwashington.org/cybersecurity-consulting.aspx

(for manufacturing companies)
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CMMC Level-2 C3PAO Mock Assessment

* [t'sa pre-assessment

e |t'sanon-certification assessment

 Norecommendations or advice from the C3PAOQ
« C3PAQO provides awritten assessment

* You may contract with the same C3PAO for the actual assessment
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Summary

(et started now, if youwant to be a DoW contractor or subcontractor

 Expecttowait: C3PAOs are in short supply, so plan for several months delay
before an audit can start

 There are qualified auditors now (103 C3PAOs)

 You mayrequest an audit anytime now

« (GetaC3PAQ that knows your industry

 Must be certified at time of contract award

 Add CMMC certification level to the Capability Statement

TASK: Read all future solicitations to see if there are cybersecurity requirements.
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Thank You Program Supporters

POort e @L\
of Seattle- City of Seattle

DEPARTMENT OF
ENTERPRISE SERVICES

SECURITYBRICKS APE>:'(<

Powered by Aprio.  4ACCELERATORS

I\
\‘l
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https://securitybricks.io/
https://www.seattle.gov/purchasing-and-contracting/doing-business-with-the-city
https://www.des.wa.gov/sell/how-work-state
https://www.portseattle.org/page/how-do-business-port

WA APEX Accelerator Advisor

Mr. Terry Homburg
homburg@kitsapeda.org

“
———
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