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Industry 5.0 versus The Growing Threat Landscape



Every technological 
revolution is driven by the 

optimism to envision a 
better future… 

…with the
courage to build it!





Expanding 
Threat Landscape
• Increasing complexity
• Increasing connectivity
• Increasing data value
• Cascading effects of attacks

Weaponization of Cyber
• Geopolitical Threats
• Criminal Motivations

“Cyber is the most immediate, 
financially material 
sustainability risk 
organizations face today – and 
adversaries weaponize it.”

UNFORTUNATELY



Why Target Infrastructure?

RANSOMWARE: 
High potential for 
payout –urgency

DDoS : 

Quick execution  and 
disruption

PHISHING & SOCIAL 
ENGINEERING: 

Human vulnerability 

IoT ATTACKS: 

Many vulnerable 
devices

MALWARE: 

Versatile and 
destructive

INSIDER THREATS: 
Leverage access

SUPPLY CHAIN 
ATTACKS: 

Multiple Targets

REMOTE ACCESS 
EXPLOITATION: 
Vulnerabilities

CYBER-PHYSICAL 
ATTACKS: 

Physical impacts

DATA 
MANIPULATION: 

Critical data integrity

INDUSTRIAL 
ESPIONAGE: 

IP and Infrastructure 

EXPLOITATION 
PUBLIC 

APPLICATIONS:

Fear

• Disrupt Essential Services
• High Cost of Remediation
• Sensitive or Critical Data
• Cascading Effects



DAILY CYBER NEWS



Growth of Cyber Threats – 2024 Q2 Yearly Increase

LATAM
• 53% 
• Avg 2,667 attacks per org/week
• Water and Sanitation vulnerabilities

Africa
• 37%  
• Avg 2960 attacks per org/week

Europe
• 35%  
• Avg 1367 attacks per org/week
• 19% global ransomware
     (28% decrease in % of global)

USA
• 17% 
• Avg 1188 attacks per org/week
• 58% of global ransomware
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WHAT IS DRIVING THIS CYBER 
CRIME & VULNERABILITY 

GROWTH?



1.  Aging SCADA and ICS
        [Supervisory Control and Data Acquisition & Industrial Control Systems]

2.  Increased Digitalization & Data Growth 
3.  Lack of Cybersecurity Expertise and Training
4.  Social Engineering & Phishing 
5.  Inadequate Investment in Cybersecurity 
6.  Growing Sophistication of Attackers 
7.  Rapid Adoption of IoT Devices 
8.  Counterfeit or Compromised Network Devices
9.  Unpatched Software & Delayed Response
10. Lack of Monitoring
11. Vulnerable Access Points
12. Weak Credentials and Encryption
13. Unsupported Hardware 

Reasons for Vulnerable Infrastructure



Reasons for Vulnerable Infrastructure

Region
Antiquated 
SCADA/ICS 
Systems 

Most Vulnerable Systems & Utilities

North 
America 40-50% Power grids, water treatment plants, oil & gas, 

transportation

LATAM 60-70% Energy, oil & gas, water systems, transportation

EU 30-40% Power grids, manufacturing, telecommunication, 
transport

UK 35-45% Water utilities, energy (electricity and gas), transport

Nordics 25-35% Power distribution, telecommunications, healthcare

Africa 70-80% Energy, water management, agriculture, 
telecommunications

Antiquated SCADA and IDS
[Supervisory Control and Data Acquisition & Industrial Control Systems]



1. Education:   53% increase in attacks

2. Government/Military:  2,084 attacks/week

3. Healthcare:   1,999 attacks/week 

4. Utilities:  186% increase in ransomware (Power/Water) SCADA    

5. Manufacturing:  Most ransomware, 29% of attacks 

6. Communications:  177% increase in ransomware 

7. Transportation:   Vulnerable due to connectivity and automation

Vulnerable Infrastructure – Targeted Industry Sectors



Infrastructure is Evolving Quickly 

Telecom Infrastructure 
• Satellite-based networks growth 
• Integration of terrestrial and satellite
• Wider efficiency and coverage

Energy Grid
• Distributed energy resources (DERs)
• Smart Grids

IoT and Edge AI
• Increase in IoT and Tiny AI utilizing local data
• Reduced latency and bandwidth requirements

Will this introduce new threat vectors?



AI-Powered Chips at the EDGE, IoT and Next Gen SCADA

1. Enhanced local processing

2. Local data (Web 3.0) 

3. Improved data security 

4. Improved speed

5. Reduced data transfer 

6. Less Physical Tampering Risks

7. New Attack Vectors 

Infrastructure is Evolving



Root Key - Secure Networked IoT and Systems Components

• The Early 2000s
• Device Authentication
• Encryption
• Firmware Integrity
• Key Management
• Secure IoT  Networks
• System Components:

➢ Hardware Security Module 
➢ Trusted Platform Module  
➢ Secure Boot Loader
➢ Key Management 
➢ Cryptographic Libraries

Infrastructure is Evolving



Global Edge 
AI, IoT, and 
Industrial 
Systems



Global Edge 
AI, IoT, and 
Industrial 
Systems

24.1% CAGR  2024-2033

market.us



Cyber Risk Mitigation Strategies
• Update old SCADA/ICS/IoT Devices
• Reduce Human Vulnerabilities with Training 
• Multifactor Authentication
• Least Privilege Control
• Unique Passwords 
• Network Segmentation of  SCADA/ICS Networks
• Continuous Monitoring and Threat Detection
• Vulnerability Assessments  
• Supply Chain Security Monitoring 
• 3rd Party Risk Assessments 
• Encryption and Secure Communications
• Incident Response Planning



The Path Forward:  
Innovation and 
Vigilance

Incredible Opportunities with 
Industry 5.0:
• Unlocking solutions to global 

challenges through AI, IoT, and 
blockchain.

• Edge AI, decentralized systems, and 
data-driven innovation drive new 
economic growth.

• These emerging technologies will 
generate $7-$10 Trillion of global 
GDP (7-10% Growth)

Balancing Growth with 
Cybersecurity:
• Rising vulnerabilities in critical 

infrastructure and IoT systems.
• Defense of escalating nation-state 

attacks, ransomware, and counterfeit 
devices in essential sectors.

• Increased need for secure, authenticated 
devices and upgraded SCADA systems.

Call to Action:
• Collaboration to secure our digital 

infrastructure.
• Invest in cybersecurity to sustain 

growth and avoid catastrophic 
disruptions.
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